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https50.ocx in IP*Works! SSL
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CVE CVE-2011-5086
Summary

https50.ocx in IP*Works! SSL used in UniOPC before 2.0.0 does not properly implement an unspecified
function.

Appearance

Component Product Affected product version

UniOPC Vision and Samba series UniOPC < 2.0.0
Description

https50.ocx in IP*Works! SSL in the server in Unitronics UniOPC before 2.0.0 does not properly
implement an unspecified function, which allows remote attackers to cause a denial of service
(application crash) or possibly execute arbitrary code via a crafted web site.

Mitigation

Upgrade to latest UniOPC version. The latest version can be found on the Unitronics website at the
following location link under the “Download Software Utilities” section.

More Unitronics recommended cybersecurity guidelines can be found at:
https://www.unitronicsplc.com/cyber_security vision-samba/

Solution

Please update UniOPC to the latest version from the following link.
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l. https://nvd.nist.gov/vuln/detail/CVE-2011-5086
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